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EXECUTIVE SUMMARY
The objective of this document is to define an architectural framework that, if followed, achieves
the following goals:

•  Makes it easier to adopt a common approach and amortize development and deployment
costs

•  Does not lock the entire industry into a single implementation; leaves room for diversity and
competition

•  Decouples and disaggregates business functions in a sensible way that minimizes the cost of
maintenance and provides greater flexibility to make changes—e.g., decouples Financial
Services from Authentication

•  Facilitates understanding the relationships amongst the various participants, enabling clear
negotiation of effective agreements around liability, responsibility and operations

•  Paves the way for future technical and business interoperability across FIs and other
participants, thereby creating new opportunities

•  Supports the diversity of authentication technologies, currently available, and likely in the
foreseeable future.

To develop this framework we examined several existing authentication frameworks (e.g., ANS
X9.49-2005, NIST SP800-63, OATH Reference Architecture, RSA OTPS specifications) to
ensure our architectural framework covered the important parts of the authentication lifecycle as
viewed by various industry groups and projects, and does not duplicate existing architectural
work.
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1. THE OVERARCHING GOAL
The overarching goal of the project that led to this architecture is “Better Mutual
Authentication”. “Mutual Authentication,” according to the project’s definition, means:

“[…] the process whereby an FI’s customer and a financial services
application exchanging information each obtain sufficient assurance that
the other party is authentic, and that the information exchange has
integrity, and that no unauthorized parties are able to participate in it.

The level of assurance shall be appropriate to the risk associated with the
interaction.”1

“Better” is deliberately broad: it refers not only to technical quality, but also ease of adoption,
cost effectiveness, conduciveness to new opportunities, and a number of other goals. It is also
intended to imply “better than current, password-only, non-mutual approaches to authentication.”

More specific project goals include:

1. Provide clear guidance to vendors wishing to offer products and services that address the
industry’s needs in the area of mutual authentication.

2. Develop industry-wide consensus and broad awareness of how the industry as a whole is
viewing and treating mutual authentication. This allows each FI to make decisions
regarding how to align with the overall industry direction, in support of:

a. Increasing market adoption and effective use of better authentication by achieving
consistency across FIs in the way that FIs interact and communicate with their
customers regarding authentication practices.

b. Managing program risk by adopting and deploying technology and processes that
are consistent with the rest of the industry.

c. Supporting present and future interoperability across FIs by standardizing
business processes and technical specifications.

This document develops a richer definition of “mutual authentication” by defining an
architectural approach to the task. It is meant to be read and understood in terms of two
companion documents: “Terminology for Better Mutual Authentication” and “Financial Industry
Recommendations and Requirements for Better Mutual Authentication.”

                                                  
1 This term, and others, is defined in the companion document entitled “Terminology for Better Mutual
Authentication.”
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2. WHY AN ARCHITECTURE?
Mutual authentication in financial services involves the management of complex risks by many
types of entities (e.g., people, institutions, service providers, infrastructure providers, technical
systems of various kinds) cooperating to perform a number of different operations. An
architectural approach provides a rational, structured view of this context in a way that clarifies
the key elements and their relationships, and allows us to think more effectively about the
process, its strengths and vulnerabilities.

Systems can be described in terms of their components—the major functional elements of the
system—and how they interact with each other; specifically, the connections among them. An
architectural approach describes a set of principles of organization: a conceptual approach to
organizing a morass of technical, business, operational, and other requirements and describing
the system of components and connections that will address them.

There are many types of architectures: business process architectures, software architectures,
network architectures, and so forth. Each describes the world at a different level of abstraction;
each describes different kinds of components and different kinds of connections between
components, much like a house has many different types of blueprints, covering different aspects
(e.g., aesthetic view, the wiring, the plumbing, the structural elements, and so on).

It is not the goal of this document to define an overarching architecture for authentication. The
level of abstraction and detail chosen needs to be appropriate to the problem being addressed.
Instead, this document focuses on industry-wide issues for mutual authentication specific to the
financial services industry.

The requirements of the financial services industry include customers (or their delegates)
interacting with financial institutions (FIs), customers interacting with third parties (e.g.,
performing transactions with merchants), customers and FIs interacting with third-party financial
service providers (e.g., aggregators, bill payment), and the ancillary interactions that support
authentication (e.g., issuing, managing, and revoking authentication credentials, vaults, devices).

 “Industry-wide,” means those architectural approaches that promote overall effectiveness by:

1. Making it easy for financial institutions, technology vendors, and consumers to adopt a
common approach to the task, and to amortize the costs of developing and deploying new
approaches across a larger number of players.

2. Not locking the entire industry into a single implementation: use genuine standards and
allow for heterogeneous implementations, permitting multiple technical and business
solutions to the problem of authentication to co-exist and interoperate. Each financial
institution needs to be free to choose the technology base and the sequence of deployment
that best suits its business goals.

3. Decoupling or disaggregating business functions in a sensible way (a necessary step for
outsourcing and consolidation of support).

4. Making the relationships among the different participants easy to understand, to enable
clear negotiation of effective agreements around liability, responsibility, and operations.
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5. Paving the way for future technical and business interoperability across financial
institutions and other participants, creating new opportunities.

Achieving these objectives is as least as much about business relationships as it is about
technology
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3. ARCHITECTURAL PRINCIPLES

3.1. What Must an Architecture Entail?
In order to accomplish the goals set forth above, an
architectural framework must:

1. Identify the broad areas of functionality that the
system must support, for example, “issuing
credentials,” or “establishing online sessions,” or
“enrolling new customers.” Use cases are an effective
tool for developing areas of functionality; the BMA
project developed several use cases for mutual
authentication.

2. Identify natural clustering of functionality—group
functions together according to natural cohesion.

3. Define modules that implement the functions
associated with each cluster.

4. Define interfaces by which others can access the
function of each module.

5. Define the interactions among modules.

3.2. Cohesion and Coupling

Two primary factors that determine the quality of an architecture are commonly described as
cohesion and coupling.2

An architecture achieves high cohesion if a single module in the architecture (or a single “box”
in the typical graphical representation of an architecture) represents only a single function, or a
small group of closely related functions that all involve the same underlying data. Conversely,
low cohesion describes a state in which single architectural modules perform seemingly
unrelated tasks.

Coupling refers to the degree of interaction between the discrete modules within an architecture.
A large ratio of interconnections (“paths,” “arcs,” or “links,” on the typical architecture diagram)
relative to the number of modules represents a highly coupled architecture, a small ratio
represent a low degree of coupling.

Cohesion is desirable. In a cohesive architecture, the mapping of system modules to units of
functionality is nearly one-to-one. Changing the implementation of a system module affects only
one aspect of function; changing the business rules for one function affects only one system
module. System designers have a greater flexibility to choose optimal implementations of each

                                                  
2 For background, read Yourdon and Constantine (1976) or <http://en.wikipedia.org/wiki/Cohesion>

Token
Manager

Issue Token

Verify

Modules

Interfaces

Interactions

Figure 1: An architecture must
specify modules, interfaces,
and the interactions among
components
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specific unit of function, or, as a system matures, to substitute one implementation for another,
with confidence that the impact on other system modules will be minimal.

Coupling, on the other hand, is not desirable. Each connection introduces the possibility of
design or implementation error and operational vulnerability, and increases the overall design
and operational complexity of the system, with concomitant increases in the costs of testing and
operation.

At a first approximation, any given architecture can improve its cohesion at the cost of worse
coupling by splitting multi-function modules into individual modules, or can improve its
coupling at the cost of worse cohesion by combining modules. The trick is to escape this zero-
sum game by making reasonable combinations of units of like functionality.

3.3. Specific Application to Mutual Authentication

Trading off cohesion and coupling is particularly challenging in a case like better mutual
authentication, where the goal is to develop an industry-wide architectural approach, amenable
over time to changes in the underlying technologies and approaches, and, more importantly, one
that supports future interoperability while at the same time being amenable to the different
implementation approaches and priorities of the individual participants.

3.4. Decoupling Financial Services from Authentication
In particular, an architectural goal is to decouple risk management and financial services — the
traditional domain and core expertise of financial institutions— from the operation of technical
authentication mechanisms and the support of customers in their use, which may be more
effectively performed by specialty vendors, or shared by FIs on a common outsourced, industry-
wide basis. Making the access control decision is a risk management activity; it must be based on
policies that take into account risk factor analysis and the tradeoffs between various fraud risks,
customer inconvenience, market objectives, and the like. Operating the authentication machinery,
on the other hand, is primarily a technical, operational matter; it is the sort of task that might
effectively be done with commodity technology. The typical access control question is:

•  “Given everything I know, should I grant this claimant access, or allow this transaction,
or provide the requested information?”

 Typical authentication machinery questions, on the other hand, look like:

•  Does the claimant know a secret?

•  Can the claimant demonstrate that they possess a specific token?

•  Does the claimant control the endpoint of a communications channel?

•  Does a scan of biometric parameters from the claimant match previously recorded
parameters?

•  What behavioral and contextual parameters apply?

•  Has the secret, token, or biometric been reported compromised?
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As a result of the strong need to decouple, this first approximation skews heavily towards
cohesion at the cost of coupling: there are a large number of modules, and we expect that future
versions of the architecture, and future implementations of this architecture, will tend to combine
the modules into a smaller number of larger units.
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4. EXISTING FRAMEWORKS
Existing standards activities provide several frameworks that can be used to organize the
architectural approach. The frameworks are provided here as a tool to ensure that our
architectural framework cover the important parts of the authentication lifecycle as viewed by
various industry groups and projects, and does not duplicate existing architectural work.

4.1. ANS X9.49-2005
The ANS X9.49-2005 draft standard defines the following stages of the authentication lifecycle:

!  Enrollment  is the stage in which the customer’s authenticity, eligibility and
authorization is verified, the customer is informed regarding the authentication
mechanism(s), policy and practices in use, and the application service is updated
regarding the customer information.

!  Authentication is the stage in which the customer is authenticated to the application
service and the application service is authenticated to the customer.

!  Maintenance is the repetitive stage in which the customer and/or application service
information is updated, renewed, or reconfirmed on a scheduled basis.

!  Termination is the stage in which the action is authenticated and authorized, the
customer information is removed from the application service, and the customer is
informed of the action.

4.2. OATH

The OATH reference architecture contains the following modules: (quoted from the reference
architecture document) each of the primary use cases described here can be assigned to the
corresponding framework

•  Client Framework: The client framework enables a range of authentication methods,
tokens and protocols to be supported when deploying strong authentication across an
enterprise or service provider infrastructure.

•  Provisioning and Management: The provisioning and management module is
responsible for provisioning and managing the entire life cycle of software modules
and/or security credentials to an authentication device.

•  Validation: The validation module is responsible for validation of the different types of
authentication credentials.

•  Applications: This includes any application that may need to strongly authenticate the
end-user e.g., VPN, Web application, Network router, Wi-Fi Network, Web Service.

•  Authorization: Once the user is authenticated, the application may consult an
authorization module before granting the user access to the requested resources.

•  User Store: User store is responsible for storing all end-user profile information.
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•  Policy Store: The policy store is responsible for storing all policies.

•  Audit Store: The audit store is a central repository for all audit and sometimes
operational events.

•  Authentication and Identity Sharing: Increasingly, organizations are required to share
user authentication and identity with other applications. […] This module is responsible
for implementing the specific technology primitives that enables sharing of authentication
and/or identities.

4.3. RSA
The RSA framework contains the following seven lifecycle stages:

•  Marketing and Enrollment

•  Fulfillment

•  Activation

•  Authentication

•  Lost or Misplaced Device Management

•  Resynchronization

•  Deactivation & Reactivation
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5. ARCHITECTURAL BASICS
This document lays out the components and connections of our approach to Better Mutual
Authentication. This section describes the core; the following sections describe supporting
components and connections.

5.1. The Core Interaction: Exchange of Claims

The core interaction supported by this architecture is mutual authentication, in which two parties
(“principals” in common information security parlance) each wish to authenticate that the other
is authorized to participate in the contemplated interaction. In the case of on-line financial
services, typically one party is a user of some service or a provider of that service (e.g., a
consumer and an online banking application provider). There are many other participants that
support this core interaction, and many other interactions among them. These participants and
interactions are discussed further in subsequent sections.

In mutual authentication, the parties engage in an authentication dialog with each other and/or
with third party providers of authentication-related services, in which each makes claims to the
other, and in which each determines whether or not to accept the other’s claims as authentic.

For the purposes of this architecture, in order to authenticate another party, a party must verify
that:

•  The party is actually in possession of one or more
authentifiers—e.g., password, cryptographic key.

•  The authentifiers
themselves are
valid (i.e., the
information is not
corrupted, the
underlying
technology appears
to be working
correctly, and the
authentifier has not
been reported compromised.

•  The authentifier is associated with the entitlement or the
authorization that the claimant is claiming

The architecture makes a point of decoupling claims of possession from claims of entitlement. It
is this decoupling that paves the way for various federation schemes and other interoperable
industry-wide approaches. The goal is to separate the operation of the authentication machinery

User Service
ProviderAuthentication Dialog

Yes, whoever sent that
authentication message must be
in physical possession of device
#71832, which appears to be

functioning correctly and has not
been reported stolen.

Figure 2: Verifying possession of
an authentifier is merely that—It
does not say anything about who
the possessor is, nor about what
rights are associated with
possession.

The holder of
device #71832 is

authorized to make
transactions on Chris

Owens’s checking
account.

Figure 3: Verifying the
association between the
authentifier and one or more
rights is distinct from the
operation of the authentication
machinery.
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itself, which is a technical task, from the decision to grant or not grant access, which is a risk
management decision.3

The architecture supports several ways of making and verifying these claims, depending upon
the type of authentifier is being used (Section 5.2), and upon the way in which the authentifier is
stored and managed (Section 5.3). The architecture also supports direct and various third-party
modes of claim verification.

The key architectural properties and attributes of the interaction are:

1. The user and the service
provider each possess one or
more authentifiers

2. The user and the service
provider are capable of
proving possession of their
respective authentifiers,
either directly to the other
party, or to one or more third
parties.

3. Each party is capable of judging the authenticity of the other party’s claims, given the
proof of possession and other available information, either directly or by relying on one
or more third parties.

4. The interaction is designed so as to make it very difficult for unwanted third parties to
steal sensitive information or to insert, alter, or delete messages.

There are many variants on the core, depending upon factors such as:

•  The nature of the authentifiers used (described further in Section 5.2 below)

•  How and where authentifiers are managed (Section 5.3)

•  How possession is proved, including the protocols for conducting the authentication
dialog (Section 5.4)

•  How claims are transmitted, including the channels used for communication and the
mechanisms used to protect them en route (Section 5.5)

•  How claims are verified, including the use of various third parties to perform some of the
related tasks (Section 5.6)

Several of these alternatives are described in further detail below.

                                                  
3 In traditional security architecture, “access control” is a security service that depends on “authentication” services
to determine which requesting parties are entitled to be able to access some resource or service. “Risk management”
is used here in the general sense of managing risks broadly rather in any of the specific senses used by the financial
services industry.

User
Service
Provider

Make Claim Recv Claim

Make ClaimRecv Claim

Transact Transact

Figure 4: The core authentication dialogue revolves around
making claims of possession of authentifiers.



FSTC Project Working Document: BMA Architecture  

Financial Services Technology Consortium | June, 2006 Page 16
© 2005 – 2006, all rights reserved

5.2. The Nature of Authentifiers
Authentifiers are closely related to, but not synonymous with, authentication factors. Although
this architecture does not hinge on the distinction, authentication factors have often been
categorized as:

Something you know (SYK). Examples include secrets like passwords and PINs, as well
as information that is not particularly secret, such as account numbers, social security
numbers, mother’s maiden names, etc. The value of a SYK factor depends upon how
secret it is.

Something you have (SYH). Examples include house keys, plastic mag stripe cards, and
cryptographic fobs or “dongles.” The value of a SYH factor depends upon how difficult it
is to replicate it given either physical access to it or information about it. House keys and
credit card mag stripes are easily duplicated; cryptographically secure computation
devices (“tokens”) less so.

Something you are (SYA). A factor derived directly from characteristics of the (human)
principal’s body or motor responses. Examples include fingerprints, voiceprints, iris
scans, and wet-ink signatures. The value of a SYA factor depends upon how easy it is to
scan a biological characteristic (biometric), how accurately it can be compared to prior
scans or templates, and how difficult it is to re-create the biometric without the physical
presence and cooperation of the principal.

This architecture abstracts each authentication factor to an underlying information object, where
at least some portion of this object is under the control of the principal; it is this information that
is the authentifier.4 In the case of SYK, the information is under the control of the principal
because the principal knows the information.5 In the case of SYH the information is under the
control of the principal because it is contained within a physical device that is under the
principal’s control. In the case of SYA the information is under the principal’s control because it
is not easily generated without the principal’s physical cooperation.

Note that there are other authentication factors that do not neatly reduce to SYK, SYH, or SYA.
For example, the fact of being in a particular physical place, or exhibiting specific (or aberrant)
patterns of behavior. Also, there are examples of SYH that are not proved directly using
information contained within the device. For example, being able to provide information that
was recently transmitted over a particular communications channel (e.g., to a portable messaging
device) is strong evidence of possessing or controlling the endpoint of the channel.

The architecture abstracts all authentifiers to the following types. There are additional types of
authentifiers that will be covered in future versions of this architecture. The definitions used here
are specific to this architecture.

                                                  
4 This definition of “authentifier” is intentionally consistent with the term, “authentication information,” which is
used in other industry references.
5 For the purposes of this architecture, literally “knowing” a piece of information (i.e., having it committed to human
memory) is indistinguishable from having ready access to it, for example by having it written on a piece of paper or
stored in a human-readable way on a PC or PDA.
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•  Pre-Shared Secret. A pre-shared secret is an authentifier known to both parties; one
party proves possession to the other simply by presenting it. The most common examples
of pre-shared secrets are passwords and PINs, but any information object known to both
parties can be used, e.g., a symmetric cryptographic key, picture, or audio recording.
Proving possession of a pre-shared secret may reveal the secret; therefore pre-shared
secrets are generally of practical use when authenticating over a confidential channel to a
party that has already been confirmed to be authentic to a reasonable level of confidence.

•  Asymmetric Cryptographic Key Pair. Asymmetric cryptography provides authentifiers
that are pairs or keys, where one key—the “private” key—is known only to one party,
who proves possession of that private key by performing a mathematical operation that
can be confirmed by anyone knowing the corresponding “public” key. Typically,
authentication using asymmetric key pairs involves the authenticating party sending a
challenge to the claimant, who, in effect, digitally “signs” a response using the claimant’s
“private” key, which response can then be validated using the corresponding “public”
key. Under asymmetric key cryptography, proving possession of a private key does not
disclose the key.

•  OTP Sequence. An OTP (One Time Password) sequence is a sequence of secrets shared
between two parties. The sequence might be generated algorithmically from a seed, in
which case both parties must know the seed. Alternatively, the sequence can be true
random numbers, in which case the entire sequence must be pre-shared. The sequence
can be delivered by a special purpose hardware device, by a software module on the
user’s platform, or on paper, optionally with “scratch-off” coating or other mechanisms to
facilitate keeping track of the sequence and provide some confidentiality of the unused
items. A party proves possession of the sequence by disclosing the next sequential item
from the list. After an item has been used once, or after a time limit has expired, the item
is no longer accepted. In order to verify authenticity, the relying party must possess the
secret, meaning that the technique is of practical use only between parties with an
established trust relationship. Disclosing a single item does not, however, reveal the
entire sequence, meaning that if the holder inadvertently enters into an authentication
dialog with an impostor, although a real-time man-in-the-middle attack is possible, the
entire sequence is not compromised.

•  Biometric. For the purposes of this architecture, a biometric authentifier is some physical
property of the human user, such as a fingerprint, iris pattern, or voiceprint, which can be
scanned and interpreted by a digital device and matched against a known value, and
which is presumed to be difficult to replicate without the person being present. Once the
device scans and interprets the biometric, however, it becomes digital data which can be
stolen, copied, used in replay attacks, and so forth. It follows, therefore, that biometric
authentication is only of practical use when the relying party trusts the device that is
interpreting the biometric. E.g., the relying party needs confidence that the purported
fingerprint actually originates from a fingerprint reader and not from, say, a file
containing interpreted and stolen fingerprint data. Note that biometrics can also be used
locally by a device to “unlock” some other authentifier (e.g., a cryptographic key). In this
case the relying party is the user, and the remote authenticating party is not involved in
the biometric authentication operation.
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5.3. How Authentifiers are Managed
The architecture recognizes that different authentifiers of different types can be managed in a
number of different ways. Passwords can simply be memorized or stored in software vaults.
Cryptographic keying material can be kept in software applications or special purpose hardware.
One-time-password sequences can be delivered on paper or via pocketable electronic tokens.
This section illustrates a number of authentifier management techniques and depicts their
relationship to each other.

In each case the centerpiece is the user’s “platform”—the combination of hardware, operating
system, and application software used to access financial services applications. One example of a
platform is a PC and a web browser. Another is a PDA. A third might be a mobile telephone with
Web browsing capabilities. The examples here describe the platform as a personal computer
running an operating system and a browser—depicted as a green square in the illustrations—but
the architecture is not intended to be limited to that environment.

In each case, it is important to note that the architecture is agnostic as to how the authentifier was
created. It might have been created by the user, (e.g., a user choosing a password), it might have
been issued to the user by the relying party (e.g., in the case of a financial institution issuing a
PIN or a hardware device to a user), or it might have been created by a third party (e.g., under
any of a number of federation schemes).

5.3.1. Directly by user

Passwords, PINs, and other
“SYK” type authentifiers are
managed directly by the user
(i.e., memorized or written
down) and the user provides
them to the system.

It is important to note that
multiple systems may be
involved in transferring a
password or PIN from the
user to the relying part.

5.3.2. By the Browser

Browsers and other client software often provide “password vaults” or form fill schemes for
storing “SYK” type authentifiers as a convenient alternative to writing down passwords.
There may be a secondary authentifier entered by the user to “unlock” or activate the
browser’s vault.

User’s Platform

Operating System

Browser

User

Authentifier

Remote
Web
Server

Figure 5: Authentifiers can be managed directly by the user—
e.g., a remembered password or PIN
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Browsers are also
capable of
supporting client-
side certificates for
use during the TLS
(SSL) session
establishment
protocol, which
supports mutual
authentication at
the protocol level.
In this case, the
browser maintains
the private key that
corresponds to the
client-side certificate. Typically, the private key will be stored in a software vault under the
control of either the browser or the underlying operating system. This is similar to the means
used to store passwords on behalf of users, and will typically require a secondary
authentifier, such as a password, to unlock the vault where the private key is stored.

5.3.3. By a Stand-Alone Device

Authentifiers may
be managed by
stand-alone
devices, either
with or without a
user input
capability.
Examples include
OTP tokens,
portable crypto-
graphic devices,
“scratch cards”
and other forms of
paper or plastic

cards. In each case, the standalone device provides to the user some sort of authentication
message, which the user then in turn manually enters into their browser or operating system
for transmission to the relying party. In some cases, where there is user input to the device,
there may be a secondary authentifier entered by the user to unlock the device. This helps
ensure that the intended user is the one operating the device.

User’s Platform

Operating System

Browser

User

(Authentifier)

Authentifier

Remote
Web

Server

Figure 6: Many browsers contain "password vaults" or other schemes for
storing authentifiers—including private keys associated with client-side
certificates—on behalf of a user
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(Authentifier)
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Remote
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Figure 7: A user may user a stand-alone device (one not connected to any
other device) to manage authentifiers
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5.3.4. By a Communicating Device

Authentifiers may be
associated with a device
capable of communicating
directly with the service
provider or a third party,
without depending on the
user’s main computing
platform—e.g., a telephone
or mobile messaging
device. The use of these
devices allows for the end
user’s control over an
alternative communication
channel to become an
authentication factor.
Typically, a user will
demonstrate control over the alternative channel (and associated communications device) by
transcribing a secret (one-time) message sent via the alternative channel into the primary
channel over which authentication is to be performed. Both the alternative channel/device
and the secret message represent authentifiers.

Mutual authentication is readily supported by alternative channels, since the user and service
provider are able to authenticate themselves to each other in a symmetrical manner. In other
words, the service provider can send a secret message to authenticate itself to the user, as
well as another secret message to be used in authenticating the user.

5.3.5. By a Peripheral Device

Authentifiers may be
managed by a peripheral
device connected to the
user’s primary
computing platform, for
example, a USB-
connected “dongle.” The
peripheral device may or
may not have its own
independent input/output
capability (e.g.,
keypad/display), or it
may be a biometric
peripheral (e.g., an iris
scanner or a fingerprint
reader). This illustration
does not depict the

User’s Platform

Operating System

Browser

Communicating
Device

User

Authentifier

(Authentifier)

Authentifier

Remote
Web

Server

Remote
Authentication

Service

Figure 8: Authentifiers may employ devices capable of
independent communication with some sort of remote
authentication service. The authentifier could be a message
exchanged between the authentication service and the user.
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Figure 9: Authentifiers may be managed by a peripheral device
connected to the user's main platform, for example a smart card
reader or a biometric scanner.
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software drivers used to manage the peripheral device—the capability may be built into the
operating system and/or browser, or may be separate. The device uses the primary connection
to the service provider (e.g., the browser’s connection) to exchange information with the
server. The device may have been issued to the user by the service provider, or by a third
party provider of authentication services, or obtained independently by the user (e.g., by
buying it at a retail store).

5.3.6. By an Integrated Device

A growing number of
general purpose
computing platforms
(e.g., laptop
computers, PDAs)
contain integrated
key management
devices (e.g., TPM
chips). In some cases
these devices have
their own
input/output
capabilities, or are
linked directly to a
biometric device such as a fingerprint reader, which allow the biometric data to be signed,
encrypted, or otherwise rendered tamper-resistant. Typically, integrated devices are obtained
by the user independently of the application service provider.

5.3.7. By a Browser Plug-In

Authentifiers can be
managed by browser plug-in
software, which manages
the interaction with the
application server through
the intermediation of the
browser. The browser plug-
in may be capable of
performing cryptographic
operations or other
computations using
authentifiers, contextual
information, messages from
the server, and other data.

User’s Platform

Operating System

Browser

Integrated
Device

User

Authentifier

Authentifier

Remote
Web

Server

(Authentifier)

Figure 10: Authentifiers may be managed by a device built into the
user's primary platform—for example, a TPM chip.
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Figure 11: Authentifiers may be managed by a plug-in added to the
user's browser.
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5.3.8. By Other Software

Other software that
resides on the user’s
general purpose
computing platform can
manage authentifiers—for
example “software
vaults,” challenge-
response software, or
other software that
participates in a dialog
with the application
server. As with browser
plug-ins, this software
may be capable of performing various actions in support of the authentication dialog.

5.3.9. The Overall User Environment Picture

The illustration below indicates all the points in the architecture, from the user end, at which
authentifiers can be managed. It is the union of the cases listed above, and is presented to
indicate the possible permutations of authentifier management technology and approaches
deployable at the user end.

User’s Platform

Operating System

BrowserOther
S/W

User
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(Authentifier)

Authentifier
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Figure 12: Authentifiers may be managed by third-party software
installed on the user's primary platform.
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Figure 13: All of the options shown here (and described above) may be employed either
individually or in combination.
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5.4. Proving Possession: The Claim itself
The authentication message, in which the claimant claims possession of the authentifier, can take
on one or more of the following forms:

5.4.1. The Authentifier Itself

In the case of simple shared secrets such as PINs, passwords,
secret phrases, pre-selected images, and the like, the claimant
simply transmits the secret to the other party.

5.4.2. Some Transformation of the
Authentifier

The authentifier may be modified in some manner before
being presented in the claim. For example, static passwords
can be hashed (digested) before being presented. This might
be done to make a single password unique for each remote
authenticating party.

5.4.3. A Single Element of an OTP Sequence

The possessor of an OTP sequence claims possession by
transmitting the next element in the sequence.

5.4.4. A Challenge Transformed into a Response Using the Authentifier

If, for example, the authentifier is a private key in an
asymmetric encryption scheme, the claimant can use that to
sign a message, or to calculate a response to a challenge.
This technique does not reveal the key itself to an
eavesdropper or to a spoofed FI application, and is the basis
of many of the PKI approaches to authentication.

My password
is “Sesame”

Figure 14: An authentication
message containing the
authentifier itself

Your challenge,
signed by my

key, Is
0x00AFC..

Figure 17: An authentication
message derived using an
authentifier, but not containing it

The value now
displayed on my

fob is 238451

Figure 16: An OTP claim
based on a hardware token

My password hashed
with your unique ID is
“0x0FFAXC32179B”

Figure 15: A password or other
shared secret can be made
unique to a specific destination
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5.4.5. A Biometric

In the case of biometric authentifiers, the possessor
uses a biometric device (e.g., iris scanner, fingerprint
reader) to transmit a digital representation of the
biometric. Note that biometrics used as a local
“unlock” mechanism do not involve the remote
authenticating party, and hence, no biometric data is
transmitted.

5.5. How Claims are Protected En Route
The authentication architecture must make it difficult for an eavesdropper or a spoofed host to
steal anything of value. Authentication messages can be protected using any combination of the
following techniques:

5.5.1. Transmit via Confidential Channel

Two parties can establish a confidential channel using any of a variety of existing
cryptographic techniques (e.g., TLS/SSL, IPsec). This protects the message against
interception by eavesdroppers, but, unless the other endpoint of the channel is properly
authenticated (i.e., unless the principal knows to whom the channel connects), it does not
protect against theft of credentials by a spoofed site.

5.5.2. Transmit Only Once Other Party is Authenticated

Several proposals provide for a party to refrain from transmitting an authentication message
until it is confident that the other party is authentic. For example, a user may refrain from
entering a password until an FI’s website has demonstrated its authenticity to the user. This
reduces the chances of giving away authentifiers or other sensitive data to a spoofed website.
However, unless the protocol is carefully designed, it introduces a “who goes first” deadlock.

5.5.3. Transmit Encrypted Authentication Message

A party may transmit its authentication message such that, in practice, only the intended
recipient can read it, using, for example, standard public-key asymmetric cryptographic
schemes.

Hi. I’m the fingerprint
scanner.  Here’s the
user’s print, digitized
and signed by me.

Figure 18: Biometric authentifiers
must be delivered by a trusted device
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5.6. How Claims are Verified

A claim of possession can be verified using any combination of the following techniques:

5.6.1. Directly by Relying Party

The relying party can verify a claim
directly. For example, if the two
parties have a pre-shared secret, the
relying party needs only to compare
the other party’s claim against its
own copy of the secret. Similarly, if
asymmetric cryptography is being
used and the relying party knows the
public key of the claimant, then it
can validate a response generated by
the claimant using their private key.

5.6.2. Pre-Certification by Third Party

A claimant must first obtain from a third party (for example, a certification authority in
conventional PKI usage) a certificate that binds that claimant’s authentifier (i.e., their public
key) to a specific set of attributes
and identifiers (e.g., name,
address, organization, age). Then,
at some future date, the claimant
can present this certificate as part
of the authentication process. The
relying party can validate the
certificate directly (as is shown
here) or by on-line reference to a
certificate status service, such as
OCSP (as in Section 5.6.3). Certificates can be extended to convey authorization and
entitlement information, or the authorization and entitlements can be managed independently
of the authentication process.

5.6.3. Real-Time Request to Third Party

The relying party can forward the claim, or
some information about the claim and
surrounding contextual parameters, to a third
party authentication service provider, who
can then return information about the
assessed validity of the claim.

For example, the third party could be a
certification authority, contacted via the

User’ s PlatformUser
Financial
Services

Application

Locally
Managed

Information

Figure 19: A relying party may verify the other party's claim
directly, using information it maintains locally
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Figure 20: A certificate-based claim
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Figure 21: A relying party can ask a third party
about the validity of a claim
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OCSP protocol simply to validate the certificate itself. Or, the third party could be a manager
of authentication services, verifying the claim of possession but not of entitlement (which the
relying party would do locally.) This, and similar methods comprise the basis of many pro-
posed federation schemes. Finally, the third party could be a general information manager,
providing information both as to the claim of possession and the claim of entitlement.

5.6.4. Handoff from Third Party

The claimant can authenticate directly to
an authentication service provider; the
authentication service provider can then
hand off assertions about the claimant
and the validity of the claim to the
relying party. This forms the basis of
several “single sign-on” approaches to
federation.

5.6.5. Referral To Third Party

The relying party can refer the claimant
(user) to a third party authentication service;
the third party can then perform any of a
variety of forms of authentication with the
claimant, and return some verifiable
assertion to the claimant that can be passed
on to the relying party (e.g., Financial
Service).

5.6.6. Alternative message Channel

The relying party can transmit a
message to the claimant via some
alternative channel (e.g., SMS or phone
call). If the claimant is able to return the
message to the relying party, then the
claimant has demonstrated that they
control the endpoint of the
communications channel. This implies
that the device or channel is essentially
another authentication factor.
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User’ s PlatformUser
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Authentication
Service
Provider

Figure 23: A financial services application may
refer a user to an authentication service provider
who will perform authentication and provide the
user with an authentication message which the
user can forward
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Figure 22: The claimant authenticates directly to
the authentication service provider, who in turn
passess assertions about the authenticity of the
claimant and the session to the application provider
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Figure 24: Being able to return a message
delivered via an alternative channel proves the
user has control over that channel
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5.6.7. Delegation to Trusted Device

The claimant can present an authentifier to a device that is local to the claimant but that is
trusted, for example, a PIN entry device, or a fingerprint reader or a cryptographic module

using a secure TPM platform The device
can in turn transmit a message to the
relying party, either containing an
estimate of validity of the claim, or the
signed, encrypted claim itself. This
approach is often used when biometric
data must be sent from the claimant to the
authenticating party.

5.7. General Framework for Third Parties
Either party to a mutual
authentication dialog can
delegate part of the verification
task to a third party at various
times during the dialogue. In
each case, the information being
forwarded to the authentication
service provider is a claim plus
some contextual information;
what is returned from the service
provider is a set of assertions
about the likely truth of the
claim. However, any decision
about what rights and privileges
to associate with the claim
remains under the control of the
principals and should not be
delegated to other parties. For
example, third parties may be used to determine the authenticity of a claim by a claimant that
they are entitled to access certain resources, but the decision to allow access is made only by the
party responsible for controlling access to the resources.
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Figure 25: A trusted device can create or relay
authentication messages
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Figure 26: General structure of third-party relationships
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5.8. Summary Table

This table summarizes the major types of authentifiers and the properties associated with each.

Type of
Authentifier

How Claim is Made Safe to present
claim if other
party not yet
authenticated?

Third
party can
verify
claim?

Eavesdropper
can steal
authentifier

Ordinary Shared
Secret

Just transmit it in the
clear

No No Yes

Ordinary Shared
Secret

Transmit it over
secure channel

No No No, although
vulnerable to
MitM attacks

Ordinary Shared
Secret

Transmit it encrypted
with verifier’s public
key

Not really6 No No

Cryptographic
Key

Sign or
Challenge/Response

Yes; can be
subject to MITM
depending
upon protocol

Yes, if
asymmetri
c key

No

OTP Sequence Transmit next item in
sequence

Marginal.
Subject to MitM
attacks

Yes,
though
third party
must be
trusted

Yes, though only
valid one time—
still vulnerable to
MitM attacks

Alternative
Communications
Channel/Device

Secret messages
exchanged via
alternative channel,
and control of
channel is
demonstrated as an
additional authentifier

Yes Yes,
though
third party
must be
trusted

Unlikely, since
both primary and
alternative
channels must
be compromised

Biometric Transmit in clear No No Yes

Biometric Transmit Encrypted Not really No Yes

Biometric Transmit via Trusted
Device

Yes Depends No

                                                  
6 Must know whose public key to use prior to transmitting the authentifier; also, must be sure that the entity to
whom you are transmitting the authentifier is trusted.


